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•  Matt Neely (CISSP, CTGA, GCIH, and GCWN) 
–  Manager of the Profiling Team at SecureState 
–  Areas of Interest: convergence of physical and logical 

security, lock and lock picking, cryptography, and all 
things wireless 

–  10 years of security experience 
–  Co-host on the Security Justice podcast 
–  Co-founder of the Cleveland Chapter of TOOOL 

•  Spencer McIntyre 
–  Security Consultant at SecureState 
–  Focus on Penetration Testing and Tool Development 
–  Areas of Interest: vulnerability research and exploit 

development 
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About The Speakers 



Agenda 
•  Brief history of wireless security 
•  Overview of 802.1X Enterprise Authentication 
•  Introduction to EAP 
•  The wireless Penetration Test process 
•  Manually gathering EAP types and other information 
•  EAPeak 
•  Demo 
•  Other uses for EAPeak 
•  Future enhancements to EAPeak 
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•  WEP died over a decade ago 
•  Cisco released LEAP to make up for the deficiencies in 

WEP 
–  Proprietary and susceptible to brute force attacks 

•  WPA/WPA2 was developed to provide strong encryption 
and multiple authentication mechanisms. 
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Brief History Of  
Wireless Security 



•  WPA/WPA2 encryption and authentication options: 
–  Encryption: 

•  WPA – TKIP (RC4 based algorithm) 
•  WPA2 – CCMP (AES based algorithm) 

–  Authentication: 
•  Pre-Shared Key (PSK) Authentication 

– Designed for home and small offices. 
– Anything that uses a shared password is not 

secure. 
•  Enterprise Authentication 

– Uses 802.1X as the authentication framework. 
– Provides per-user or per-system authentication. 
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Wi-Fi Protected Access 



802.1X In One Slide 
•  Provides network access 

authentication 
–  EAP provides authentication 
–  Access point handles 

encryption (TKIP/CCMP) 
•  Three components: 

–  Supplicant (Client) 
–  Authenticator (AP) 
–  Authentication Server 

(RADIUS or IAS server) 
•  Supplicant and authentication 

server use an EAP type to 
authenticate. 
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Introduction To EAP 
•  Extensible Authentication Protocol (EAP) is an 

authentication framework. 
•  802.1X uses various EAP types to authenticate users. 

–  Common EAP types used with wireless: TLS, PEAP, 
TTLS, and EAP-FAST 

–  EAP type and configuration can greatly impact both 
the security of the wireless network and the attacks 
which should be launched against the network. 

•  Breakdown of wireless EAP deployments: 
–  80% PEAP and TTLS 
–  15% EAP-FAST or LEAP 
–  5% TLS 
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•  EAP originally was designed to work over wired networks 
where interception required physical access. 

•  Interception is a larger concern on wireless networks. 
•  Protected EAP (PEAP) and Tunneled Transport Layer 

Security (TTLS) use TLS to protect legacy authentication 
protocols from interception. 

•  Both require a certificate on the RADIUS server for the 
Supplicant to validate server identity. 

•  PEAP supports MS-CHAPv2 as the inner authentication 
method. 

•  TTLS supports a large number of inner authentication 
protocols (MS-CHAPv2, CHAP, PAP, etc.). 
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Introduction To 
PEAP and TTLS 
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PEAP Using MS-CHAPv2 



Wireless  
 Penetration Test Process 

•  Locate the target network. 
–  Tools: Kismet and Airodump-ng 

•  Determine encryption and authentication used by the network. 
–  Kismet and Airodump-ng will identify: 

•  WEP verse WPA 
•  PSK verse Enterprise Authentication 

–  Must manually identify the EAP type used by Enterprise 
Authentication. 

•  Launch appropriate attacks based on the information gathered 
above. 
–  Success of the attack relies on gathering reliable information. 
–  If you do not know the EAP type you are shooting blind and 

hoping your attack will work. 
•  Remaining steps beyond the scope of this talk… 
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Manually Identify  
EAP Type 

•  Process to manually identify the EAP type supported 
by a network: 
– Capture wireless traffic in PCAP format. 
– Open capture in Wireshark. 
– Apply a Wireshark filter for eap. 
–  Locate Request packets. 

•  EAP type will be listed after Request in the Info 
column. 

•  Also in the packet details pane: 802.1X 
Authentication > Extensible Authentication 
Protocol > Type 
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Legacy Nak 
EAP Packets 

•  Legacy Nak packets are sent from a client to a network 
when the network is requesting an EAP type not 
supported by the client. 
–  Contains a list of EAP types supported by the client. 

•  Process to manually identify the EAP type supported by 
a client: 
–  Capture wireless traffic in PCAP format. 
–  Open capture in Wireshark. 
–  Apply a Wireshark filter for eap. 
–  Locate Response, Legacy Nak packets. 

•  Packet details pane: 802.1X Authentication > 
Extensible Authentication Protocol > Desired Auth 
Type 
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Gathering Usernames 
•  PEAP, TTLS, EAP-Fast, and LEAP transmit 

unencrypted usernames. 
– PEAP, TTLS and EAP-Fast transmit the 

username before the encrypted tunnel is 
established. 
• Different usernames can be used inside and 

outside the encrypted tunnel. 
– Some clients support this but it is very 

rarely implemented. 
•  This information leakage can be used to build a list 

of usernames and domains at the target 
organization. 
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Manually Gathering 
Usernames 

•  Process to manually gather usernames: 
– Capture wireless traffic in PCAP format. 
– Open capture in Wireshark. 
– Apply a Wireshark filter for eap. 
–  Locate Response, Identity packets. 

•  Packet details pane: 802.1X Authentication > 
Extensible Authentication Protocol > Identity 
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EAPeak 
•  Python script that automates the analysis of EAP 

transactions 
•  Uses Scapy libraries to parse data into Packet objects 

that can be manipulated using Python to retrieve 
information regarding EAP authentication. 

•  Analyzes a packet capture and displays: 
–  Information about the wireless networks present in the 

packet capture 
–  The clients associated to the networks 
–  The EAP types supported by the networks and 

clients. 
•  Inner workings of the EAPeak and the EAPeak library 

are covered in the white paper. 
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•  Prerequisites: 
–  Python 2.7 
–  Scapy 2.0.0.0 & up 

•  Install using the included setup.py script 
•  Version 0.0.4 is included on the Black Hat CD 

–  EAPeak-v0.0.4_BH_Europe.tar.bz2 
–  MD5: 1dd476ba851374159b6a52dafb7cf075 
–  SHA1: 

bc75671d2a9e3f7ac011d9d63aafc03a0e85f40a 
•  Usage: 

–  eakpeak –f capture.pcap 
–  man eapeak 
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Installing  
And Using EAPeak 
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EAPeak Output 
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Demo:  
EAPeak 



•  EAPeak can analyze any EAP traffic. 
•  Many NAC implementations use EAP to 

authenticate users and systems. 
•  EAPeak can be used to analyze NAC authentication 

requests as well. 
–  Identify EAP type used. 
–  Identify usernames transmitted in the clear. 
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Other Uses For EAPeak 



Future Enhancements 

•  Curses interface 
•  Ability to pull packets directly from the wireless 

interface 
•  Ability to pull TLS certificate information from packet 

captures 
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•  Moving all parsing into Scapy 
–  Require a modified version of Scapy. 

•  Currently Main Repository version of Scapy will not 
parse EAP authentication types such as PEAP, LEAP, 
and EAP-Fast. 

–  Future patch to Scapy will implement these layers. 
•  Open this functionality up to other tools. 

–  Will allow for the easy injection of EAP authentication 
packets. 

•  Move EAPeak from an analysis tool to an attack tool 
–  SecureState has submitted this functionality to the 

Community Repository. 
•  Release schedule: 

–  Private Beta released at THOTCON 0x2 in April. 
–  Public Beta released in May. 
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Future Enhancements 



•  SecureState 
– Twitter: @SecureState 

•  Matt Neely 
– Email: mneely@securestate.com 
– Twitter: @matthewneely 

•  Spencer McIntyre 
– Email: smcintyre@securestate.com 
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Thank You For Your Time! 


